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Abstract— The digital revolution is fully influencing operation of
power substations. With the suite of IEC 61850 standards, there is
now a method to replace copper connections between substation con-
trol buildings and yard equipment with digital fiber optic Ethernet
networks. This new technology motivates new topics for training.
This paper presents the creation of a 61850 digital substation labora-
tory for training power system students. The training lab consists of
three merging units, two SDN switches, three microprocessor protec-
tive relays equipped with IEC 61850 support and a GPS clock. A
Cleveland State University undergraduate senior design team de-
signed, built, and successfully tested the digital substation as their
capstone project.

The training rack is based on a physical substation model consist-
ing of a transmission line, power transformer, and substation bus.
The laboratory successfully demonstrated that the protection and
control functions could be securely and reliably performed in a digital
substation connecting hardware together through a software-based
network. The hardware and software used to create this portable
digital substation are explained in detail.

Experience in the development of this laboratory reveals that
Electrical Engineers focusing on Power Systems and Protective Re-
laying will need additional skills in Computer Networks and Digital
Communications from the Computer Science and Computer Engi-
neering Departments at their Universities to be prepared for digital
substation deployment and support.

Index Terms—Power System Education, System Protection, Micro-
processor Relays, Protective Relay and Control, IEC 61850, Digital
Substation, Sampled Values, GOOSE, Portable Digital Substation
Training Laboratory, Process Bus, Station Bus.

Acronyms

ICD - IED Capability Description

CID - Configuration IED Description

1ED — Intelligent Electronic Device

GOOSE - Generic Object Oriented System Event
SV — Sampled Values

SCL — Substation Configuration Language
SCD — Substation Configuration Description
MMS — Manufacturing Message Specification
XML — Extensible Markup Language

PTP — Precision Time Protocol

FTP — File Transfer Protocol

SDN — Software Defined Networking

MAC — Multimedia Access Control

I. INTRODUCTION
IEC 61850 is an international standard in the power industry
for carrying the communication between IEDs of local and remote
power systems. It is a set of multiple protocols used for substation
automation, protection, and control with customized communica-
tion links. Some of the objectives behind establishing these stand-
ards are as follows:
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1. Unify the whole substation by combining the different
models into a consistent set of protocols.

2. Reducing the copper wire expense by ethernet communi-
cation.

3. A fast end-to-end communication network for fault and
operation response.

4. Easy substation protection and control modifications
over time as new IEDs are added. Changes aside from the
power and network connection of the new devices simply
involve device configuration changes without extensive
wiring modification.

See Figure 1 for an example digital communications architec-
ture for a digital substation.

IEC 61850 enabled Secure Substation
Substation Bus (10/100/1000 Mbps) Ethernet

Meter m.u

IEC 61850
Wrapper

Control Center

Remote
Operator
—__

Figure 1 IEC 61850 Substation Architecture Example!!!

II. BACKGROUND

Software marketplace group under Utility Communications
Architecture (UCA) started developing software data objects first
for distribution automation, then later for substation automation.
This idea was further developed later by the International Electro-
technical Commission (IEC) around 1995, and the IEC 61850
standard was born. Originally, it was called “Communication Net-
works and Systems in Substation Automation”. The first set of ob-
ject models, called Generic Object Models for the Substation and
Feeder Equipment (GOMSFE), was developed and eventually
morphed into the IEC 61850 standard.

61850 is structured after the Common Information Model
(CIM) under the IEC. CIM is the general information model of
utility-specific data and underlines the information structures of
most, if not all, IEC utility standards. It was released in 2003 as a
standard protocol.

Two major components of the IEC 61850 standard are Sam-
pled Values (SV) and Generic Object Oriented System Events
(GOOSE). The SV streams carry analog sampled values from the
device performing analog-to-digital conversion over the network
to devices that need that information for calculation. Typical
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analog quantities carried include currents and voltages. GOOSE
messages are used to convey binary values, traditionally handled
with binary digital inputs and outputs wired into a DC power
source. Breaker statuses, trip, and close controls are typical values
carried by GOOSE messages. Both SV and GOOSE are layer 2
multicast frames on an Ethernet network. A multicast frame is
transmitted by one device out onto the network to be received by
multiple devices. This is different from most messages on the net-
work, which tend to be unicast: from one device directly to another
device. The layer 2 multicast requires a configured Multimedia
Access Control (MAC) address to be used as the destination, sig-
naling to other devices on the network the stream identification.
More detail on MAC addresses is available from industry stand-
ards and guides®. When the device network interface receives a
layer 2 multicast message, if the destination address matches a
subscription, the network interface will pass that frame along to
the processor for handling. If the destination address is not sub-
scribed, the frame is dropped. Modern Software Defined Networks
(SDN), allow only desired layer 2 multicast messages to be trans-
mitted to specific configured network ports, which saves end-de-
vice network interface processing. The network interface only re-
ceives those layer 2 multicasts to which it is subscribed.

Why would a utility want to use the SV and GOOSE technol-
ogy specified in the 61850 standards for a complete digital substa-
tion? Some reasons are shown below!];

1. Implementation of IEC 61850 not only increases reliabil-
ity to the system but also reduces the cost of the substa-
tion. Investment cost is decreased due to the replacement
of copper wires by fiber optic cables.

2. Furthermore, some units used in conventional substation
is no longer needed in digital substation since intelligent
electronic devices (IEDs) are capable of performing the
specific functions of transducer and RTU.

3. Regarding maintenance, a digital substation includes the
ability to supervise all the IEDs. Self-monitoring helps
reduce maintenance. Instead of having periodic mainte-
nance work, the equipment is repaired only when errors
occur in the substation.

4. Less maintenance work results in lower possibility of hu-
man errors in the substation. This means higher reliability
of operation.

5. A fiber-optic-based communication system is inherently
more hardened for electromagnetic events, such as geo-
magnetic storms or human-induced electromagnetic war-
fare.

6. Faster recovery after failure is possible since signal paths
are logically rather than physically implemented.

Education for this new standard is important for new power
engineers to be ready to support installations in industry. Others
have undertaken creation of laboratories for hands-on education
for students!™, but the laboratory described in this paper under-
takes both GOOSE and SV protocols for learning.

III. MODEL OF DEMONSTRATION

A. Power System Model

The first task in designing any protection and control system is
to understand the power system that is being protected by the
equipment. A basic substation model was developed consisting of
a 345 kV line terminal, a 345 kV bus, a 345 / 138 kV transformer,

978-1-6654-9921-7/22/$31.00 ©2022 IEEE

two 345 kV breakers, and one 138 kV breaker shown in Figure 2.
Typical locations for instrument transformers were identified,
along with desired paths for instrument transformer values to pro-
tective relays providing typical protection functions. It was de-
cided to not implement any directly redundant relaying, which
would typically be found in industry at these voltage levels.

345 kV Bus
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B3 401-3 421-7 (c)

Figure 2 System Topology and Secondary Connections

After designing system topology, the next step is protection
design, including needed relationships between instrument trans-
formers, protective relays, and fault interrupting devices (in this
case, circuit breakers). In a traditional substation, copper connec-
tions of protective relays to instrument transformers and DC status
and control systems would be used to establish this relationship.
Because this implementation is using 61850, all these relationships
are implemented through publisher / subscriber relationships.
Each stream or published message has fixed objects that are trans-
mitted on the network The various currents, voltages, breaker sta-
tus, breaker trip, and breaker close message contents are shown in
Figure 3 and Figure 4. 52A represents the breaker status. The -1, -
2, and -3 represent the three circuit breaker designations. The TR
represents tripping commands. The CL represents closing com-
mands.

Mergmg 401-1 401-2 401-3
Units
52A-1 52A-2 52A-3
Publishi
ublishing IW W W
IX IX-VY
Subscribing TR-1a, TR-1b | TR-2b | TR-3a, TR-3c
CL-13, CL-1b | CL-2b CL-33, CL-3c

Figure 3 Merging Unit SV & GOOSE Message Content

Authorized licensed use limited to: Tsinghua University. Downloaded on June 28,2023 at 06:20:18 UTC from IEEE Xplore. Restrictions apply.



Relays 487-B (a) | 487-E(b) | 421-7 (c)
TR-1a TR-1b TR-3c
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Figure 4 Protective Relay SV & GOOSE Message Content

B. Network & Communication Model

Communication between merging units and protective relays
is critical for the operation of the protection system in a digital
substation. Ethernet networks have many options for topology,
limited by network switch port density and device port capabili-
ties. There is also the consideration of communications priority,
with SV and GOOSE messages having much more stringent la-
tency requirements compared to, for example, remote access and
event file transfer. Because of these differences, the team decided
to implement two separate networks. One network, called the pro-
cess bus, was used to carry SV, GOOSE, and PTP signals, all of
which are critical to high-speed protection functions. A second
network, called the station bus, was used for device terminal ac-
cess and device configuration FTP file transfers. Since the network
switches selected had sufficient port density, one network switch
was implemented per network in a hub-and-spoke/star topology to
the IEDs as shown in Figure 5 and Figure 6.

Figure 5 Hub and Spoke / Star Topology
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Figure 6 Digital Substation Network Topology

Redundant network switch configuration was considered but
ultimately placed in the future activities plan.

SDN switches were selected. SDN offers a more secure ap-
proach to network design while maintaining low latency required
for the process bus protocols.

Network interfaces were specified as 100BASE-T for ease of
use and cost constraints. This also allowed training on how to
physically craft copper Ethernet cables from components. If there
had been a requirement for electromagnetic interference testing in
this laboratory, the team would have selected 100BASE-FX inter-
faces.

IV. IMPLEMENTATION

Different challenges arose as the project moved from design
into reality. Each of these challenges encountered led to learning
opportunities. Some examples of these challenges included:

When equipment did not seem to be operating properly, a very
warm device was identified. While reviewing the documentation
for this device, specific rack spacing requirements were identified
for cooling purposes that were not met in the original layout. Mod-
ification of the layout accomplished the required cooling, restoring
device function.

As configuration of IEC 61850 protocol communications were
undertaken, real-time learning about how these protocols actually
functioned was required. The team had to learn about layer 2 mul-
ticast messages, including source and destination MAC addresses
critical to GOOSE and SV operation.

Some issues identifying MAC source addresses led to under-
standing the best way to use a networking tool called Wireshark.

SDN provides very good security, but it can be a challenge to
establish effective and secure flows required to support needed in-
formation flows. The FTP protocol was found to not be very com-
patible with flows, as it uses ephemeral network port designations
at the whims of the devices communicating. All ports needed to be
opened between two devices to allow FTP communication.
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A. Hardware: Protective Relays, Merging Units, GPS Clock, Net-
work Switches

Protective relay hardware selected for protection of this virtual
power system substation consisted of one line protection relay, one
transformer protection relay, and one bus protection relay. Three
merging units were selected for voltages and currents measure-
ment to SV. These same devices provided process interface for
breaker status and protection tripping/closing and control via
GOOSE messaging. SV signals were published to the Ethernet
network by the merging units for use by the protective relays sub-
scribing to them on the network. Likewise, GOOSE messages
were published and subscribed to by these protective relays and
merging units.

Time synchronization was accomplished with IEEE 1588 PTP
Power Profile, a protocol that uses the Ethernet network to achieve
time synchronization between devices. A grandmaster clock was
selected, referred to commonly as a GPS clock, which synchro-
nized itself to GPS time and distributed it to the other devices on
the network. The synchronization of devices publishing sampled
values is critical. For this installation, synchronization of the merg-
ing units to a traceable time source is not as critical, since the SV
publications are not leaving the local virtual substation. Nonethe-
less, a GPS antenna was connected to the clock for highly accurate
traceable time synchronization.

This hardware, including network switches, was all mounted
into a 19” portable rack to allow movement of the equipment be-
tween classrooms, office space, and meeting rooms as needed,
shown in Figure 7.

NGITAL SUBSTATION

Figure 7 Hardware Installation of IEDs in Rack and Test Set

B. Software Tools

Many tools are available for developing configurations for dig-
ital substations. There are also different levels of configuration for
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digital substations. Some are substation-level tools used to develop
a substation-level SCD file. This file would contain a complete
record of all GOOSE and SV publishers and subscribers, along
with other engineering information such as bay associations and
substation topology for primary equipment. Work to establish this
laboratory focused more on device-level configurations and the as-
sociated vendor-provided tools. For IEDs, these tools allowed a
direct method of setting up GOOSE and SV published messages
and subscribers. For network devices, these tools provided meth-
ods to establish the correct flows in the SDN to allow the network
messages to be sent through the network between specific devices.
Multicast published messages (e.g. GOOSE, SV) were not trans-
mitted to every IED, since the flows regulated the messages to only
the required destinations, improving network efficiency. VLAN
configuration was not needed with the establishment of proper
SDN flows.

Other software tools were needed for troubleshooting. Net-
work tools such as Wireshark are critical when trying to identify
and correct problems with device configurations. Further discus-
sion of challenges associated with using these troubleshooting
tools will be covered in the section Testing Functionality: Simula-
tion. Additionally, some commissioning tools consisting of spe-
cialized software running on hardware straddle the line between
software and hardware tools which will also be covered in that
section.

C. Configurations

IED configurations consisted of two parts. One was the tradi-
tional protection element configuration. The other was the 61850-
protocol configuration for GOOSE messages and SV streams. Stu-
dents were able to leverage existing training for development of
the protection elements. The communications protocol configura-
tion was not familiar. The configuration of GOOSE and SV estab-
lished which messages are published by each device and what val-
ues are included in each. The configuration also included subscrip-
tions for what messages were subscribed to from the network and
where those messages get mapped into the native logic or analog
values of the device. These configurations required multicast des-
tination addresses to be established for each GOOSE message and
SV stream publication. Destination addresses selected for each
stream are listed in Figure 8. These addresses are used as the des-
tination MAC addresses in each of the layer 2 frames transmitted
on the network.

Each device had to subscribe to these published streams. Ad-
dresses for each of the GOOSE and SV stream subscriptions are
listed in Figure 9.

MAC Address Multicast
Destination (Publish)
Device |GOOSE SV
Prefix 01-0C-CD-01- |01-0C-DC-04-
» . MUl 10-01 10-01, 10-02
a3 [Mu2 11-01 11-01
g g‘ MU3 12-01 12-01, 12-02
o ° ’
q =z Bus 20-01 None
® » |[Transf. |21-01 None
n 0O
Line 22-01 None

Figure 8 MAC Addresses Used for Multicast GOOSE and SV Streams
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MAC Address Multicast
Subscriptions
Device |GOOSE sV
Prefix  |01-0C-CD-01- |01-0C-DC-04-
> - |MU1 20-01,21-01 |None
g3 [Muz (2101 None
& 2 [Mmu3 20-01,22-01 |None
Q2 |[Bus 10-01,12-01  (10-01, 12-01
& > |Transf. |10-01,11-01 |10-02, 11-01
Line 12-01 12-02

Figure 9 GOOSE and SV Subscriptions for Each Device

Finally, the SDN network equipment had to have proper flows
established for each of these publications, to ensure they were
transmitted as needed to the ports of the switch connected to sub-
scribers. These flows were implemented with ports, multicast
source address, and multicast destination addresses. This required
determination of the source MAC addresses for the interfaces pub-
lishing the multicast messages, being most easily determined using
Wireshark after published messages were configured.

V. TESTING FUNCTIONALITY: SIMULATION
Here Simulation is performed in two steps:

Normal operation: Injection of normal secondary current and
voltages, pre-fault values, is performed with the help of an availa-
ble relay test set into the merging units with actual copper wire
connections. Merging units convert analog inputs into digital data
SV streams, sending them over the process bus network. Data is
further routed through SDN switches to desired protective relays.
During normal operation, no action is needed. Quiescent GOOSE
data travels between IEDs.

Fault operation: Simulation of a three-phase balanced fault on
the transmission line is performed where injected fault current is
lagging the voltage and the current greatly increases to its short
circuit level while the voltage sags during the fault based on the
system impedance. Data flows from merging units over the net-
work through SDN switches to the relays. After processing the
data, the line distance relay publishes an asserted GOOSE trip
command TR-3c. This command again gets transferred back to ap-
propriate merging unit via the network. A built-in simulated
breaker mechanism is included in the merging unit. After subscrib-
ing/receiving the published asserted GOOSE trip command, merg-
ing unit SEL 401-3 trips open simulated breaker 3 and isolates the
system from the fault (an output assigned on the merging unit as-
serts for the trip, stopping the test set fault current injection).

OMICRON StationScout is a monitoring tool for GOOSE
messages which includes a human machine interface (HMI). It
was used to monitor the state of the simulation including breaker
status, breaker trip, and breaker close signals published by all de-
vices in the network. Station Scout simplifies the process of testing
the automation, control, and SCADA communication in SAS uti-
lizing IEC 61850. StationScout visualizes and analyzes the com-
munication relationships and depicts the system topology in an in-
tuitive manner.
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VI. AREAS OF FUTURE DEVELOPMENT

We successfully implemented IEC 61850 standards for protec-
tion of our hypothetical power model. But our model is limited in
size and complexity, and hardware is limited to only one manufac-
turer. Future work is recommended to increase the utilization of
the rack as follows:

1. Development of formal laboratory exercises for student
learning.

2. Laboratory expansion to demonstrate interoperability be-
tween different vendors’ equipment.

3. Protection strategy reconfiguration to include the remote
end station and even the digital substation architecture.

4. Add redundancy protocols for improved availability of
the network grid.

5. A functional HMI will be implemented for good visual
view of the state of the substation and to allow operator
control. It can also provide monitoring of communication
using some reporting features provided by the latest
61850 standards for LGOS Objects. No system integra-
tion tool was used during system design at the substation
level, so adding this HMI will require use of a true system
integration tool to properly configure MMS reporting.

VII. CONCLUSION

After successfully developing and implementing a fully digital
substation laboratory, the need for different course material related
to network and communications protocols was realized, which is
not typically included in power program course plans. Given the
dependence of IEC 61850 protocols on Ethernet networks, this
material will be a critical part of power engineer training in the
future. Training in the practical functioning of these protocols
would also benefit engineers tasked with specifying, designing,
implementing, and commissioning equipment that depends upon
digital communication for operation. This project was a great
learning opportunity for students seeking to learn more about
61850, and it is available now for future classroom use in the train-
ing of other future engineers.
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